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Strategic Support to the Transformation of SDE 
GS-10F-0118S - VA118A-15-F-0279 
Attachment #1 


a. The use of “thumb drives” or any other medium for transport of 
information is expressly prohibited. 

b. Controlled access to system and security software and 
documentation. 

c. Recording, monitoring, and control of passwords and privileges. 

d. All terminated personnel are denied physical and electronic access to 
all data, program listings, data processing equipment and systems. 

e. VA, as well as any Contractor (or Subcontractor) systems used to 
support development, provide the capability to cancel immediately all 
access privileges and authorizations upon employee termination. 

f. Contractor PM and VA PM are informed within twenty-four (24) hours 
of any employee termination. 

g. Acquisition sensitive information shall be marked "Acquisition 
Sensitive" and shall be handled as "For Official Use Only (FOUO)." 

. Contractor does not require access to classified data. 


9. VA Form 0752 shall be completed by all Contractor employees working on 
this contract, and shall be provided to the CO before any work is performed. 
In the case that Contractor personnel are replaced in the future, their 
replacements shall complete VA Form 0752 prior to beginning work. 


A6.0 INFORMATION TECHNOLOGY USING ENERGY-EFFICIENT PRODUCTS 
The Contractor shall comply with Sections 524 and Sections 525 of the Energy 
Independence and Security Act of 2007; Section 104 of the Energy Policy Act of 2005; 
Executive Order 13514, “Federal Leadership in Environmental, Energy, and Economic 
Performance,” dated October 5, 2009; Executive Order 13423, “Strengthening Federal 
Environmental, Energy, and Transportation Management,” dated January 24, 2007; 
Executive Order 13221, “Energy-Efficient Standby Power Devices,” dated August 2, 
2001; and the Federal Acquisition Regulation (FAR) to provide ENERGY STAR®, 
Federal Energy Management Program (FEMP) designated, low standby power, and 
Electronic Product Environmental Assessment Tool (EPEAT) registered products in 
providing information technology products and/or services. 


The Contractor shall ensure that information technology products are procured and/or 
services are performed with products that meet and/or exceed ENERGY STAR, FEMP 
designated, low standby power, and EPEAT guidelines. The Contractor shall 
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SECTION C - CONTRACT CLAUSES 
ADDENDUM to FAR 52.212-4 CONTRACT TERMS AND CONDITIONS— 
COMMERCIAL ITEMS 


Clauses that are incorporated by reference (by Citation Number, Title, and Date), have 
the same force and effect as if they were given in full text. Upon request, the 
Contracting Officer will make their full text available. 


The following clauses are incorporated into 52.212-4 as an addendum to this contract: 


C.1 FAR 52.252-2 CLAUSES INCORPRORATED BY REFERENCE (FEB 1998) 
This contract incorporates one or more clauses by reference, with the same force and 
effect as if they were given in full text. Upon request, the Contracting Officer will make 
their full text available. Also, the full text of a clause may be accessed electronically at 
this/these address(es): 


FAR Title Date 
Number 
PREVENTING PERSONAL CONFLICTS OF DEC 2011 
INTEREST 
52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER APR 2014 


RIGHTS AND REQUIREMENT TO INFORM 
EMPLOYEES OF WHISTLEBLOWER RIGHTS 


52.204-4 PRINTED OR COPIED DOUBLE-SIDED ON MAY 2011 
POSTCONSUMER FIBER CONTENT PAPER 

52.204-9 PERSONAL IDENTITY VERIFICATION OF JAN 2011 
CONTRACTOR PERSONNEL 

52.204-16 COMMERCIAL AND GOVERNMENT ENTITY CODE NOV 2014 
REPORTING 

52.227-1 AUTHORIZATION AND CONSENT DEC 2007 


52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT DEC 2007 
AND COPYRIGHT INFRINGEMENT 


52.227-14 RIGHTS IN DATA—GENERAL MAY 2014 

52.227-16 ADDITIONAL DATA REQUIREMENTS JUN 1987 

52.227-19 COMMERICAL COMPUTER SOFTWARE LICENSE DEC 2007 

52.228-5 INSURANCE — WORK ON A GOVERNMENTI JAN 1997 
INSTALLATION 


52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL DEC 2013 
BUSINESS SUBCONTRACTORS 
(End of Clause) 


C.2 SUPPLEMENTAL INSURANCE REQUIREMENTS 

In accordance with FAR 28.307-2 and FAR 52.228-5, the following minimum coverage 
shall apply to this contract: 

(a) Workers' compensation and employers liability: Contractors are required to comply 
with applicable Federal and State workers’ compensation and occupational disease 
statutes. If occupational diseases are not compensable under those statutes, they shall 
be covered under the employer's liability section of the insurance policy, except when 
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